CDR Public Data Distribution (PDD) Migration to New
Authentication Protocol

How do | know my account has been migrated?

When your CDR Public PDD or PWS account is migrated to the new CDR authentication protocol,
you’ll receive either an invitation email from Microsoft or information for a new Microsoft account to
use when logging into your CDR account. You must complete the registration steps described in this
document before accessing your account.

Check your inbox for one of the following emails and then proceed with the appropriate steps to
complete your account migration process:

e Invitation email from invites@microsoft.com with the subject "FFIEC CDR invited you to
access applications within their organization". Proceed to Completing Registration from
Microsoft Invitation.

¢ Notification with your new Microsoft account information from cdr@cdr.ffiec.gov with the
subject "FFIEC CDR has created your new Microsoft Account". Proceed to Completing
Registration using New Microsoft Account.

Note: If you did not receive one of these emails, check your spam/junk folders. (See Need help? for
information on contacting the help desk.)

FFIEC CDR invited you to access applications within their organization

Microsoft Invitations on behalf of FFIEC CDR @ & &
M
Toi Jane Doe Thu 7/31/2025 406 PM

© Please only act en this email If you trust the organization represented below. In rare cases, individuals may
receive fraudulent invitations from bad actors posing as legitimate companies. If you were not expecting this
invitation, proceed with caution.

Organization: FFIEC CDR
Demain: [FFIECCDRO1.onmicroseft.com]FFIECCDROT.onmicrosoft.com

Message from
FFIEC CDR:

€ € vour FFIEC Central Dota Reposiory (COR) Public ieb Service
(PWS) account has been migrated to use the new COR
autherization protocel, You must complete registration before ) )
logging int the CDR Public Data Distribution (PDD) website.
Please visit hitps://cduffiec. gov/public/COR_Public_User
Migration_Instructions.PDF for additional information. If you
have specific concerns or need further assistance, please
contact the CDR Help Desk at cdrhelp@cd fiec.gov. Click
the Accept invitation link below to complete the registration
process.

f you accept this invitation, you'll be sent to hitps/fcdr.ifiec.qov/CDR/login.aspx.

Accept invitation

OR ([FFIECCDROT.onmi FRIECCORO1 and may
FIEC CDR's privacy statement. Microsoft Corparation facilitated sending this
r or the message.

Microsmit Corporation, One Micrazaft Wy, Redmonc, WA 98052 B Mcomk

You’ll receive invitation email received from invites@microsoft.com or notification of your new Microsoft
account from cdr@cdr.ffiec.gov
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Completing Registration from Microsoft Invitation

1. Fromyour email inbox, open for the invitation email from invites@microsoft.com with the
subject "FFIEC CDR invited you to access applications within their organization".

FFIEC CDR invited you to access applications within their organization

Microsoft Invitations on behalf of FFIEC CDR L & & ~

M
Tor Jane Doe Thu 7/31,/2025 4:06 PM

@ Please only act on this email if you trust the organization represented below. In rare cases, individuals may
receive fraudulent invitations from bad actors posing as legitimate companies. If you were not expecting this
invitation, proceed with caution.

Organization: FFIEC CDR
Domain: [FFIECCDRO1.onmicrosoft.com]FFIECCDROT.onmicrosoft.com

Message from
FFIEC CDR:

‘ ‘ Your FFIEC Central Data Repository (CDR) Public Web Service
(PWS) account has been migrated to use the new CDR
authorization protocol. You must complete registration before j ,
logging into the COR Public Data Distribution (PDD) website.
Please visit https://cdr.ffiec.gov/public/COR_Public_User.
Migration_Instructions.PDF for additional information. If you
have specific concerns or need further assistance, please
contact the CDR Help Desk at cdr.help@cdr.ffiec.gov. Click
the Accept invitation link below to complete the registration
process.

If you accept this invitation, you'll be sent to hitps://cdr.ffiec.gov/COR/loginaspx.

Accept invitation

This invitation email is from FFIEC CDR ([FFIECCDRO1.onmicrosoft.com]FFIECCDRO1.onmicrosoft.com) and may
include advertising content. Read FFIEC CDR's privacy statement. Microsoft Corporation facilitated sending this
email but did not validate the sender or the message.

Mcroanft respects your privacy. To leam mare, phesse resd the Microscét Privacy Stetement. T
Micrsoft Corporation, One Micrasoft Wy, Redmond, WA 98052 il Microsol

“~, Reply ~# Forward

Invitation Email from invites@microsoft.com

2. Click the Acceptinvitation link in the email.

After clicking the Accept link the email, the permissions requested by FFIEC-CDR screen displays.

Note: If you're not already logged into your account, you'll be prompted to sign in first.

Page 2 of 10



<< FFIEC

janedoe@myemail.com

Permissions requested by:

J?m[[. FFIEC CDR

ffieccdr01.onmicrosoft.com

By accepting, you allow this organization to:
v Receive your profile data

~ Collect and log your activity

~ Use your profile data and activity data

You should only accept if you trust FFIEC CDR. Read FFIEC CDR's
privacy statement. You can update these permissions at
https://myaccount.microsoft.com/organizations.

Learn more

This resource is not shared by Microsoft.

Permissions requested by FFIEC-CDR screen

3. Click the Accept button. The CDR PDD Login page displays.

iblicLogin.aspx

News FAQs

Help

1 . Federal ions E Council
L3 L Central Data Repository’s Public Data Distribution

PDD Web Services  FPublic Login

Bulk Data  Taxonomies

Institution Reports  UBPR User's Guide

Login

* = Required

Username *

Create a New PDD Public User Account...

Create a New Public Web Service (PWS) Account...

About this Site ~ Privacy Policy ~ Accessibillty  Legal Notice

Access of use of this website consttules consent to these terms,
This 1s a protectad U S. Government web site. To intentionally cause damage to it or to any FFIEC or agency elactronic factity or data through the knowing transmyission of any program, information, code, or command is unlawful. This system and related equpment are subject to
monitoning. Information regarding users may bo oblained and disclosed to authorized personnel, including law enforcoment authonties, for official purposes. Access to or se of this web sits constitutes consent o thesa terms.

CDRPDD Login Page

4. Enteryour username, and then click the Continue button.

Page 30f 10



Microsoft prompts you to authenticate and sign into your account. The screens may vary
depending on your current account security settings. For example, you may be prompted to sign in
using your Microsoft account password or by entering the MFA code (number) displayed on the
screen in Microsoft Authenticator on your mobile device.

BB Microsoft

janedoe@myemail.com When prompted,
Enter password enter your Microsoft
Password passwo rd (nOt your
Forgot my password C DR paSSWO rd)-

Sign in with another account

Enter Account Password Prompt

thenticator

m Microsoft

Are you trying to
signin?

MICROSOFT
janedoe@myemail.com

=. Microsoft Enter the number shown to
sign in.
janedoe@myemail.com

Enter number

Approve sign in request

No, it's not me
@ Open your Authenticator app, and enter the

number shown to sign in.

81

1 2 3
ABC DEF
Didn't receive a sign-in request? Swipe down to 4 5 6
refresh the content in your app. GHl ) JKL MNO
7 8 9
More information PaRs TUv wxvz
Cancel 0 &

Approve Sign In by entering MFA Code Displayed on Screen in Microsoft Authenticator App
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After signing in, the default page for your public account type displays:

PDD Public accounts: Preferences page

PWS accounts: Account Detail page (Please read and acknowledge the notice displayed
after the first login to your PWS account. The specification document and a sample client
forthe REST APIs are available from the Software Downloads tab.)

[  © Manage My Public Account - Pret x| =

& C @ | O hupsfcdrfiecgov/public/PWS/PDDPreferences.aspx’mode=preferences A G 8l @ e

News FAQs Help

! S [y Federal
o ;€ Central Data Repositary's Public Data Distribution

Institution Reports  UBPR User's Guide  Bulk Data

| Public Account

* = Required

This page enables you to view and modify your user account information. Preferences 1ab allows you to update your UBPR Favorite Banks and Custom Peer Group preferences. Account details tab allows you to update your account details. Change

Password tab allows you o change your password,

[BEECUCEE  Account Details  Change Password

|
Favorite Banks (ID RSSD)

Custom Peer Group Lists

Comma separated 1D R$SDs for

Council

Taxonomies  PDD Web Services

- Add Bank Delete Bank

s | [ ][ 50 poc g s s e —

L L
Compare To ID RSSO

Name FDIC Cerl. City State

Mo records found

PDD Public Account Preferences Page

Central Data Reposi
Institution Reports  UBPR User's Guide  Bulk
Update My Account
Save  Clear  Cancel
* » Requeed

This page onaties you to view and modity your user ad
Update the Gesired infoemasion. Tan select Save 10 39y

Account Detad

First Name Jane

Organization

Email Address” jenedoe@mycompany

B O uUpdste Account x  + - o X
« C n &) hittps:ffcdr fiec.gov/public/ PWS/MansgeAccount aspx il @ -
News  FAQs  Meip 2

# ol il ¢ Federal Financial Institutions Examination Council
1 ) \

The COR PDO Pubc Web Services (PWS) have been converted from Simple Otject Access Protocol
{SOAP) 1o Representationsl State Transfer (REST) Specificatons for the REST APis and 2 tample chent
{oxecutable and S0GrCo COGe) are avalabie for SoWnioad from the Scware Downioads tab

The legacy SOAP APis wil reman avadable untd February 23, 2026. Al PWS users must update e
Drocesses 1o utze the new REST AP1s by the date.

TNe WD Services have DN 9nhanced 10 AUNENTCAte LSING JSON Wed Tokens (JWT) These tokens
Nave expraton dates. PWS users must 109 Info ther PWS account 10 generate  new JWT least every 93
s

ioe usage inmtoemation, o downkoad sample soRware

Al lpacy PWS securtty lokens will expire on Feteuary 28, 2026

1 acknowledge and agree

[Croose & secret Quashon and arswer *

Answer

Username ™

Account Security*

Security Token

Secret Question Vihat is your favorie coloe? v

Cogy Token 10 Cipboaed | Generate New Tokan |

Ahced hix Qe Privary Py Arcoccinity | anad Nobva

PWS Account Details Page
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Completing Registration using New Microsoft Account
1. From your email inbox, open for the notification email from cdr@cdr.ffiec.gov with the subject

"FFIEC CDR has created your new Microsoft Account".

o] YO 00 1 L = FRIEC CDR has created your new Microsoft Account - Message (HTML)

File Message Help Q  Tell me what you want to do

s 5 © 9 B g £ MM OO0 5% Ql

< -
Joy Delete Archive  Report © Repiyall b0y All Quick ~ Move | Tags  Editing = Immersive  Translate =~ Zoom | Phish
v — Forward Ly ~ Apps Steps ~ M ¥ M M - Alert
Delete Report Respond Apps O ‘ - " Language = Zoom | Phish Al.
Wed g, 24

FFIEC CDR has created your new Microsoft Account
|©‘ <3 Reply ‘ ) Reply All | —» Forward H_|

cdr@cdr.fflec.gov
To © Doe, Jane Thu 9/18/2025 11:17 PM

A new Microsoft account has been created for you to use when logging into the CDR Public Data Distribution (PDD) website.

Notification of Your New Microsoft Account from cdr@cdr.ffiec.gov

2. Navigate to the CDR PDD Login Page.

M @ LogintoPublic Account - FFIEC
VS/PublicLogin.aspx

News FAQs Help

Federal Financial Institutions Examination Council
r Central Data Repository’s Public Data Distribution
Institution Reports  UBPR User's Guide Bulk Data Taxonomies PDD Web Services  FPublic Login
Login
* = Required

Username*

Create a New PDD Public User Account...

Create a New Public Web Service (PWS) Account...

About this Site  Privacy Policy  Accessibillty  Legal Notice

Accass of use of his websita constitutes consent to thes tams.
This is a protectod LS. Goverment web site. To intentionally cause damage to it or to any FFIEC or agency electronic faciity or data through the knowing transmyssion of any program, information, code, or command is unlawlul. This system and refated equpment are subjectto

monttoring. Information regarding users may be obtained and disciosed to authonized personnel, including law enforcement authonties, for official purposes. Access 0 of use of this web site constitutes consent 10 these tems.

CDR PDD Login Page
3. Enteryour username, and then click the Continue button.

Microsoft prompts you to enter your password.
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<2 FFIEC

janedoe821@ffieccdr01.onmicrosoft.com
Enter password

Pa ssword

Forgot my password

Sign in with another account

WARNING WARNING WARNING

This is a United States Government (FFIEC agencies)
computer system, which may be accessed and used
only for official Government business by authorized
personnel. Unauthorized access or use of this
computer system may subject violators to criminal,
civil, and/or administrative action. All information
(including personal or confidential information) on
this computer system may be intercepted, recorded,
read, copied, and disclosed by and to authorized
personnel for official purposes, including criminal
investigations. Access or use of this computer system
by any person whether authorized or unauthorized,
constitutes consent to these terms.

For assistance, contact the CDR Help Desk.

Enter the Temporary Password for Your Microsoft Account

4. Enterthe Temporary Password sent in the notification email.

Microsoft prompts you to update your password.
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J¢ FFIEC

janedoe821@ffieccdr01.onmicrosoft.com

Update your password
You need to update your password because this is
the first time you are signing in, or because your

password has expired.

turrr:nt password

New password

Confirm password

WARNING WARNING WARNING

This Is a United States Government (FFIEC agencies)
computer system, which may be accessed and used
only for official Government business by authorized
persennel. Unauthorized access or use of this
computer system may subject violators to criminal,
civil, and/or administrative action. All information
(including personal or confidential information) on
this computer system may be intercepted, recorded,
read, copied, and disclosed by and to authorized
perscnnel for official purposes, including criminal
investigations. Access or use of this computer system
by any person whether authorized or unauthorized,
constitutes consent to these terms.

For assistance, contact the CDR Help Desk.

Update Your Password

Enter the Temporary Password in the Current password field and enter a new password in the New
and Confirm password fields. Retain your new password for future reference.
Click the Sign in button.

After signing in, the default page for your public account type displays:

e PDD Public accounts: Preferences page

e PWS accounts: Account Detail page (Please read and acknowledge the notice displayed
after the first login to your PWS account. The specification document and a sample client
for the REST APIs are available from the Software Downloads tab.)
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M @@ Manage My Public Account - Pre’ == - o x
€ G @ | & hups//cdrifiecgov/public/PWs/PDDPreferences.aspx’mode=preferences A 8 = 8 -

News FAQs Help

Federal E: Council
Central Data Repository’s Public Data Distribution

Institution Reports

UBPR User's Guide Bulk Data Taxonomies PDD Web Services

Public Account

* = Required

This page enables you o view and modify your user account information. Preferences tab allows you to update your UBPR Favorite Banks and Custom Peer Group preferences. Account details tab allows you to update your account details. Change
Password tab allows you 1o change your password

| Preferences

Favorite Banks (ID RSSD) a Add Bank Delete Bank

Custom Peer Group Lists = Add List
-

Comma separated ID RSSDs for Update List

Save ‘pm |smwF-an [50 ~|perpage MNorecords found First  Previous  Net Last S“N'“[:]

‘Compare To ID RSSD Name FDIC Cert. Clty State
No recards found

PDD Public Account Preferences Page

0O © updateAccount x I+ = o x

&« O Q ) https:/fedr fliec.gov/public/ PWS/MansgeAccount aspx AN

Institution Reports  UBPR User's Guide  Bulk

The COR PDO Pubiic Web Services (PWS) have boen converted from Simple Otject Access Protocol
{SOAP) 1 Representational State Transder (REST). Specificatons for the REST APIs and 3 tample chent
Updm MYAC t {oxecutable and S0UrC COCE) are avalabie for Sownioad from the Scltware Downioads tab

Save: [Clear] [Camont The legacy SOAR APis wil reman avadable untf February 28, 2026, Al PWS uzers must update her

processes 1o utze the new REST APIS by thes date
* » Roqueed
This page onabies you 1o view and modily your user ag
Update the Sasred informason. Tan select Save 10 538

The wab Services have Daen nhanced 10 aUNentcate LSing JSON Wed Tokens (JWT) These tokens
Nave xpraton dates PWS users must I0g Info thelr PWS account 10 generate 3 new JWT ieast every 90

BCe usage information, of Sownload sample sofware.

Cars
[r———— All agacy PWS securty 1okens will expire on February 28, 2026
First Name* Jane ) 1 acknowledge and agree
Krganization
Email Address ™ jenedoed myco [+
ICho0s & Secret QUaston and answer *
Secret Question Wihat is your favorite coloe? v
Answer Marigold
Username* myuserd (1]
Account Security* Passward Crily v o
Security Token

Ahced thic Qs Privary Prlirw  Acceccitidty | anal Notva

PWS Account Details Page
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Need help?
Email the CDR Help Desk (CDR.Help@cdr.ffiec.gov) if you need assistance.

Please provide the following information:

Fullname

UserlD

Email address

Organization name, if applicable

Did you confirm you were using your Microsoft password (and not your CDR password)?
Provide a detailed description of the issue you’re encountering.

List the steps you were performing when you encountered the issue.

Include screen captures or text of any error message.

If your organization does not use MS Authenticator, what does it use for MFA?

<< FFIEC

janedoe@myemail.com

You can't get there from here

An authentication policy cannot be fulfilled. Please
contact your administrator.

Sign out and sign in with a different account

More details

WARNING WARNING WARNING

This is a United States Government (FFIEC agencies)
computer system, which may be accessed and used
only for official Government business by authorized
personnel. Unauthorized access or use of this
computer system may subject violators to criminal,
civil, and/or administrative action. All information
(including personal or confidential information) on
this computer system may be intercepted, recorded,
read, copied, and disclosed by and to authorized
personnel for official purposes, including criminal
investigations. Access or use of this computer system
by any person whether authorized or unauthorized,
constitutes consent to these terms.

For assistance, contact the CDR Help Desk.
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